guhject: Implementation of e-mall Policy izsued by Government af fnidka in Departments/ Boards

Corporations/ Universities ete af the State.

FT ]

will all the:-

i |oint  Secretaries/ Depaty Secvetaries/ Under Secrptariesd  Superintendents)  Deputy

Superintendents, Haryana Civil Secretariat
Special Seninr Secretaries) Seninr Secrotarieg) Secrefaries [ Ministers/ Private Secretarics of

ii]
Haryana Civil Secretariat [Including pasting at £M Reskdence].

Kindly refer tn the subject cited above?

Z It is infarmed that State Government has decided that the e-mail poticy Issued by Department of

Electronice and information Technalogy, Government of India vide their notification mo. 2[3E] I003-E0-L dated

1802.2015 shall alsa be applicable 1o all employecs of Departmentsf Doards/ Corporation/ Universities In the Frate,
The directives contained in this palicy should he followed by all officials of Nepartments/ Boardsf Corparation/

Universitics ko, with nm exceplion.
The copy of policy is encused herewith Tar ready reference and the policy 15 alse available on

the website: haryanait govin and on the State Portal: Haryana gevin-
Fi You are, therefore, requested to wse the e-mall services, as per the above relferred policy and to

direct all the aMcials working under waur kind control o use the e-makl services as per the abowe referred policy

Supeﬂmjrhhlhhml-l.

for Chisf Secretary to Government Hanmna,

i] Joint  Secretaries) Deputy tecrotariesf Under Secretaries/ Superintendents/ trrpug"

Superintendents, Haryana Civil Secretarial
il Special Senior Secretaries, Senfor Secretaries) Secretaries to Minlsters/ Frivats Secretaries of

Haryana Civil Secretariat (inchuding pasting at Ch Residence).

U0 Mo, 227132021 - GEsAL-| pated: Chandigarh, the 2374 August. 2021

Endst. No, 2271372020 GEstL-1 Dated: Chandigarh, the 23 August. 2021

A copy sach is farwarded to the following for taking immediate action in this regard:

i The Advocate General, Haryana, Chandigarh.

ii] The Lokayukia, Haryana

iil} The Chief Information Commisshoner, Haryana, Chandigarh,

Lii} The Commissioner, Haryana Right (o Service Commissian.

iv) The Chief Resident Commissioner, Haryana Bhawan, Hew Delkl,
] The Principal Secretary to Govt, Haryana, Electronics & Information Technology Department.
i) The Seeretary to Gavernor, Haryana, Raj Bhawan, Haryana, Chandigaci

The Directar, Sainik & Ardh Saindk Welfare Deparument, Haryana, Panchiaula.

i) The Secretary, Haryana Stalf Selection Commission, Panchkula.
[ncharge MIC, 099 floor, Haryana Civil Cppretariat to upload this circu

wehsite.
mpzrlntlﬁentulﬁtﬂlshmm'l.

for Chief Secretary to Government Haryan

tar on the Chisf Spcretary’s

Endse. Mo, 22/ [3/202] SEsiL-] Dated: Chandigarh, the 23™ AUgUSE, 2021

A copy i forwarded

ta the Secretary to Chief Secretary Lo Govt, Haryana for kind information

GV
Superink nt fishment-l,

for Chiel Secretary to Government Harya

af Warthy Chief Secretary, Haryana.
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Haryana Goverament
tecretariat for Information Technology

T Mo, 372872000/ 35T/ 3653
From

Principal Secretary to Government Haryana,
Electronics & Information Technology Department.

Ta
1. &l the Administrative Secretaries to Gowernment Haryana.
&1l the Heads of Departments in Haryana,
Registrar, Punjah & Haryana High Courl,
All the Dhvisional Commissioners in Hansana,

Managing Directors/ Chief Administrators (Chiel Executive Officers of all the Boards,
Corporations etc, in Haryang,

L5, B S P
- = b H

L=
=

All the Deputy Commissioners in Haryana,
7. Regictrars of all the Universities in Haryana.

Chandigarh dated, the 15.07.2016.

Subject: Implementation of e-mail Peliey issued by Government of india in Departments/
Boards/ Corporationss Universities etc of the 5tate.

SirfMadam,
| am directed to address you on the subjoct cited above and to inform you that the State

Gowerriment has decided that the e-mail pelicy issued by Department of Electromics and
Infarmation Technology, Government of India vide their natification no. 2(22)/2013 EG-1I dated
18.02.2015 shall alsa be applicable to all employees of Departments /Boards/Corporations/
Universities etc in the State. The directives contained in this policy should be followed by ali
officials of Departments /Boards!Corporation /Universities etc with no exceptions. Copy of the
said policy 15 enclosed herewith for ready reference and the policy is also aveilable on the
website: haryanait-gov.in and on the State Portal: Haryana.gov, in,

Yau are requested to direct all the officials working under your control to we the e-mail

sr, Adminis ﬁ%‘lmﬁner

for Principal Secretary to Government Haryana,
Electronics B Information Technology Department,

ot \,w/"-'-"h- Rajender Singh, AGM {Web), Hartron- for placing the same on the website
of IT Department.

services-as per the above referred policy

{ii} %h, Munish Chandan, Head 5eMT - for placing the same on the State Portal.

5 Finor, Haryana Civil Secretariat, sector-1, Chandigarh. 160001
Tal; PAIIT) L7800, 5 b 0; RTABT4Z, FamOifd-ZTa9ees
el Teikihpy e I, WethsBe www haryanall mic.in
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=g faoelt, Fewfadr, wIakt 19, 2015/°M 30, 1936
NEW DELHI, THURSDAY, FEBRUARY 19, 2015/M AGHA 30, 1936

T AR AT A= wo e
(FAEtfrE s gaaT TR frwm)
AfergET
< fewelt, 18 WAy, 2015

faww : W g i -8« it
. §. 2(22)/2013-5R-11.— 1. w&qTa=w

1.1

1.2

LA § G o [0 S-HA FT SEAHTA U T G799 o &9 | 63T J1q7 g §A1 | AT
TLHTL T UAT ST AT graT g ST <27 < Faer § #Hisg Taaaraill F a9 -0 oq-a9 %
AT & & H AT 3T ITeq BT Srav g |

AT HCRTT T 9 A § -HA HATSN 6 TEqHTA 6 g9 | fRereaer ffu 7 g | 9
ACHT T S-HA AT & (oI0 FITaIT TSl (AE0) @ TAFeif=aht 3T qadT STATRren
AT (FEamedaTs), §9TT T a7 TAReET Faad & e Tee a1 Fe e 6x
(THATSHT) ZRIT | T TS, [ivg AT AR 0l 5-HA AT % G 14 F Ja9d g Tl
TS B, T A1 & T & w79 USET (3T20) g1 S0

2. wEEA

2.1

S WAL, [ “Ad S9F &l -0 AIfd” F @€ 14 % Said ge T &f TS 8, &l
BISHL TR TATAT % (1T TANSHY, AT TCHRTE il FrATea T TSHT g7 TG F T
ATAT S-H HATSN HT B TEAHTA (AT SITUAT | ST HAT TTATH G ITAH FLTS T2 o-0A
TATAT T TEAATA TRET TR TATAT o o0 gl 36T ST |

883 GI/2015 (1)
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22 g A9 9Ra AT (Sees) & FHEr FHATEAT 3T 39 TSA/AT ST A &
FHATRAT % o0 AN & ST AT T o qr-979 Tod/ §9 T G il -0 qara
T TEAHTA Hd g 3 qaeg § =7 T &1 A9=1 F7 fGFweT q794q g | 39 difq § [fga
et &1 3% g7 A 7 8 SAquea TRy ST AR e69E O FirE svere a1 ge
el g | S-He Faret & g9t yEEar “S-Ae At ofrdew % sfaera http://www.deity.gov.in/

content/policiesguidelines T¥ ITesd TZTAF ATIAT & ARTTHT AT ITeq FHT T g |

2.3 -UT FT SEIUTA ATLd TR | SAFSI(HE Rl THTET o UF AN o &9 § FRaT SI7 ka7
g | =@ §aW # Afaf=Fa g=+7 http://darpg.gov.in/darpgwebsite_cms/Document/file/

CSMeOP_1st_Edition.pdf 9% Iuerse & |

3. ST

3.1 = I F7 32T Fg RATHT FAT ¢ o LA -7 FATA AT THh TATFAT GTET grera
ATIRTH 3T TEAATA TohAT STT | AT 0T 78 et gl & F 37 9aTedl #T Ted AT
TAATLAH, TATAT &1 &, fEfemre ofiv dgifas &7 F 397 | 9g 9w & -9 941 &
TEIATA T AT Tg g 1o TATFAT 7 TH AT 6 [0 HE 63T g T 39 forg 78 ifa g
Mt |

3.2 o ST TSA/ET TS ALRTA A1 HATAA /AT /aitaterss e/ Fewm (T o
AT =H T & g “wvree B & &7 § gafa har @ g, % adt Staerat w1 -0 "ar
& S FHT HATU 790 IuTed FT ST & | 39 §aW H 3T 7 a g=ar “S-7ef A1t
offdr o SiaeTd http://www.deity.gov.in/content/policiesguidelines T% IUesy “TAATSHL
T HS HATU I ITANT ATA” F 3T & |

3.3 I-HT & HEW H AN Al T o=y Araai, RermHaert squar aqaer &1 a8 A Ateswa
T

4. Hifa % watea g RfAds gitwe

AL TLHTL ol S-HA HAT % SEAHTA g TAH ST hl e rered g fAafHtase i Sdr
g 1w % fory SR aferd) s SRS % sieed He R T gl s a3
S g |

41  THF GISA T TATIHTT TeqHT T4l
4.2  THF GISH T Al T TZATH o ST TEATTHT TS ATeRTI0]

4.3 AT ALEHIT df S-HA HAT & [OI0 FIaT USiHT (SE0) FATq ol gadT &6 6%
AT TH A1 o G 14 F JTAL F IToq T |

5. WA GGE FT S-A 9T Y LT aeTFATC

51 g

F)  FATEAT TSET FIT T&ed QAT & AATAT, S-Hel STHT deraqefier ¥ar o T ®
e H gLeAT (Harst 7l &9 § T@d g4 AT T & Said &ls o+F  o-Hf 94T

QTTHT FET gIT |
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RA R ST ¢ ST 3

@)

)

I TAT, foreg o9 e it -8 i F d@w 14 F sava ge vee 7 T g,

Tl GISHT THT HIMSAT I STAAT T-HA FATHAT Tl GLEAT FHILON H qTAT AT 6 Teh THIT

TAAT o HIATAAT Tsiel T I I I Fald -0 HaT § AT FedT 910 |

AT a0 & % AT & FIAT -0 TATAT T AU FLA qTel {5 &6 o-0e

T TSI TIHRAT 3 AT o T H a7 Teill gl Fgl I ThAT00 9 T Tg sq9g1 gl
Tar grevere o R ST |

AT TEHTT 0l S-H HAT T FLIETd ST

)

ii)

T8 fErrier &t STt g fof Haamefier wraiaat ® Fraea yaveara & fore qerw
T 3T St A9 T TR ATSTHTE 3 9999 TTede Jeah

(Frfrus)7/as a2y gTaEe (AEdT)8l wT gEuTe AT S |

Tg TOTier #7 ST 8 o 9d 9T % U Gl SATeEey ST oAt
stataah/faRen & Fred §, oY Gaaqefie =T aTd 19 3@ 1 5, Hf 949
TR SUIad THE U AT IRl -0 qaret & Jftsm| F o
U/ T TEHT FEAT AR

g TErRTrer &t STt g o et & o gamamt o et § a9 Jrfesrrt
FTT SYYFT A T FTAE FATAIT TSHT (ATST) [l FATT T FLeA
form exfoes ey uge 1 geawTer R ST =R

T "Wed W R ufaw AT 9w i ofidw F sieia
http://www.deity.gov.in/content/policiesguidelines T IueTsel “S-HeT Taad
& TorT fRermferaer ST TaTe -7t SeqwTe” § 39T 2 |

AT o TR § I TRl -Hel FaT 6 G AT g Aeafefaa &t
ST TohaT ST

)

i)

ii)

AT & A HLOT, TELETT A AT | Faterd g HATAT FIT JA il T2
T AT T STAATAT TR AT ST |

Tg HATAT, AT |LRIE sl 6q Al & AqaTe, aEEa e gagaefia
THET ST o LT -0 AT o forw ffres gearere ywmor o= (STuwe) © &
TETHTA T FISTHLIT I AT FATAT SITUAT | FLEAT HILON & TAFATAT 6
SITRETA SRS o qgd ATe HIaTed ¥l &l Sqad HAT A=A g | T97
T TEAHTA HIATAAT TSiET T HS(t 75 LT | Hafdd Aaradt e a1
& TorT 27 o SITORTT AiaTe s A¥6aY & SAeTar Mol $-0e el (JTIHE &

H 9T H AISET 9497 Y&Tar |) & J@ad w7 A\ard g o &

T {CTF ATLT % STTLT TITFAT 1 AATIAT AT AT ToF |

JIATHFAT AT AR -0 THTSE, ST T HCHTE & -0l HA< IT FHT
e T 2, & Freft s FaT s=Tar F el srrEr srueudy 10 Fiy H
FT-HA SIIAATE A1 T | TEhT Afgarsd ag 8 T Sverarait 7 o= aeaq
TR & S-HA o THISES o (A9 (et 37 qreae) =l 4T serarst &
AT UX 3T UHTSE § Agl aAT AT« |
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iv)

Vi)

vii)

Rt U9 YFTEFT # Garad fis s-0d, St uarse Rufieae 5w w7
T T £, A o S8 Uy W RErree T8 T S | O S8 A
ahar g & & Ay gEar i BT g, oo T i Sme
feTavae 8! T St |

TS T HTAT ASA SATeHRIT Tg AT BT (o TATHAT 6 T THAT &
AT ITHRTOT IT TATAAHT AL Toeed T Uoeiiehad 9= Iues af |

Tfe FTATeaa TSl & qAe heT -0 ST % AT SIS HT GTHAT T
g T USiiehd HIATSd FF< 92 TATHAT &l U THUHUH A Aol SO | T
el TeTSe % qTHEE & AT SRS & YA T ATHAT JHh1er | oar g, ar
T -0 AAS WST SJTUAT | - AT THURTH 91 § TIFAT g0 b S0
FTeAT FeaTs [AfEd grft | afe TaveFaT i 9 UH el (BEEE B AT
I g AT ST & ATas[@ W SA9TT FATs Al HAT 8, Al HITea T Usie
& T A AT G ¢ T a2 TIT ST o AIed ATRET AT ad go
I AT T-HS ATSST T qTHEE HE FT TFRAT E |

oHT Rty F g & oo BT 9T S F O TSSIE AT 9T 9%
TATFAT ST FTAT TR ATGTAAT 1 S AT 9% I=av @, af
FATAT TSl 39 TATHAT AT ST AT IIHAS (K8 HT | T FLATS dohTe
STIT U< ! STUIT 3 THT AT TT9ATT TITHAT AL ATS AT 0l &
STOAt | THUHTE R ST 9% 6 T E 99qdl § F UF g Ad; Gl
TATFATSA Tl Tg AT FHIAT ATT Toh IAh AT ¥ A2qqT i |

viii) FLAT FEOM | AT TLHT GRT TG 5-HA eSSl § AT G il 5-He

Xi)

AT § A< RET o= |aT I8TaT g0 Yacd el aean feer & fAsit
ATAFTEY I -8l Ao ¥ AT TEY | FTA oA TS Ty TRy -5
ATSST T TEAATA (ohHT T STITEAT & AT HATL g SETHTA (HIT ST Tl &
ITe a8 TAsil AT grastiee F41 7 gr | TI7, AT FT -0 F 90
T H ASH ST Tl AT AT 92 79 FFaawrgame sraferg araem= aa«r

AT TR | THRT -0 Fa7 § 9GS Bl Aerad Hid 6l Tqaid dal
Mt |

AT IqAT F HEg HoAtgw Fewwr ‘f-ue i ofivsw & osava
http://www.deity.gov.in/content/policiesguidelines & “TAsmeet i reaT
T a7 3Te 2 |

"S- UFHTSE TIEA AT TATHT 5-T SEIHTA & (o0 fRemfeaer” & iavg =-
A o TATAT TeqdTe & forw fRenfa<e @fea o o €, s vs-ver i
ofider & sidvid  http://www.deity.gov.in/content/policiesguidelines [<
ST & |
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5.2

5.3

5.4

-0 THSE Jag+q

F)

T HIMSAT o AL 6 AT IT FATAIT Usiel &I el 910 o=d § U
TEATH UT ¥ TEL ATH 9¢ SMETa gt | STAaT & arT ™o et &7 9% g
I forT geaT et swEst @ fRrwTfer v Srustt | saeesfer s & o
T-HA SATSST & 9N o6 &9 § FRLHILE HiFed 6 SEAHTA hl [FRIeT =l STaT &
T 6 TETH AR ST STLFT THAT TAT 7 |

TR ATTFET ST FH T FH 20 a9 T AT FIA & 997 AN T < 8 FTIaT
ATITIAT 9T FATHET 31 §, I 98 § AN I I (AT HATHIT gi o T9ATT T
g & forg 98 sremfa S-He 9qr oAiq userid@gov.in FATT W@ H SAAfd &
STUAT | qeaeaTd SHT IS el & A7 UH 947 T-H IqT, 98q Ao AT 9o
(3T F oW, userid@pension.gov.in), 39 IX Sad & & &0 FHAT=aaq
TSHT ZTT ITTe8 FITAT STTUATT |

"S- THTSE Tage A TATET $-0e7 TequTer % forw RenfAder & oavfq -9« &
T AT & forg fRemfacder g B o €, s vs-ae Aifa ofids & sasia
http://www.deity.gov.in/content/policiesguidelines 9% ITesd g | TH T&ATAS H -

A T IATAT, THRTSE IATH 1 TRAT, TSATH ST AT G+ st IIRAT, T 7
Afeatiar 9% AATHgRT & T9ATd UHTSe il *9fd, T2T TEAT 3T IahslT JAT THse
Rufdeae w3 S| fFwat & o R @ g

qEATIT TemE S Hare

TS FATTATT TS|l & “OedTHa e =a e a7 JTed T qhd g | HEre a0
TEAATS T U Tl 75 T STTeahd o< @9d SIH & Siaid o arel Ioi¥ sl &l
TTHEE STALTF B T HIATadT UStel &l UL AT a7 a7 b g / Refteaiafaa #¢
THAT § | TH ST ST TATHAE FHHIA H FAT dal Hd @, Srg Q0T (6a<07 & q1F T

IS FTATAAT USHT o TZAAT TS5 (Support@gov.in) Fr dsT gil |

- ST A T QT

(F) WA TLHIT -HA 6 [oI0 THAA SIHA glieedT I €T T2 Hedl g | Te Fls
TS TAT FIAT FATgdT g, AT FHATAIT USTHT 30! A@LTHaT o ATEAE Ivg
T-HA Il T STHA TEATAT FT TRl & | STHHT AT T g o TTa FReT T3 i
AT AFETSe, SEET a8 Y= # W@ 8, o Hedr-sedr 9ar araeds g, ar
FTTaT USHT Irg UHT TAqT ITeAsT LT ThelT g

(@) YA w T aTE RWTee “userid@gov.in” |IT STOAIT | IS ST "S-0er
I & st http://www.deity.gov.in/content/policiesguidelines/ TT Iuers
T TerTor ST % SATHT TATAT SIS |

(T) TUH Eed S AT SHA § Hafed Hls s-Ha qaT (37A7d xxxx@deity.gov.in,

yyyy@tourism.gov.in) ITeq FTAT ATEd 5, af Irg AT SIqrel HIATeaaT TSte T
T AT BT |
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55  {R@ qrHaE FT AT

T-HA TATSAT HI TEAATA LA ATl GHT TITFRATSAT T I S-HA TATSE il GLAT o [T STee
qTHEE T SEAHTA HAT FATRT | ITHES A1d & a1 § fferew fFawor “S-Ha ffa” o+ +

T http://www.deity.gov.in/content/policiesguidelines % “qTHa<E A" 9% 3T § |

5.6  wOEaT

STATFATSAT Tl GIATHT HAT ARG 37k -0 AT T3 | FIATTIAT Tsiell TIAIAqT F4T10
TG & o0 gTEa ATaeT=T Il | TATFAT 0 Tg EATHT HAT AMgT 3946 ITeas
TS FAAT STAAT Fils A Ao GAAT helt =T 1<k o T qTAT 7 H< |

6. TATEAT HISAT B FreRarRat
6.1  ifq 1 AgaT

(F) Tt TIEFAT G O TATFATSAT GIT S-HeA AT T STATAT AT FLA
I IO M7 T80T | FTA -9 dT USie ! 36 & H UTerd agaRT &1 T |

(@) FATIAT UsiH! T8 AT it 6 ST TAFarsl & Gehil o-H UHTSe had
FTATATT USHT o 2-Hel 9 I g1 a9T17 70 |

(1)  FATTIAT USHT HT TS AT S-HA AT T GLAT TEA3N o [t THT FTeATH
T AHTET AT HAT | FIATTAT TSTHT 6 H2H § AT T[T T2 il

() SITEAT TS FHT AT IIAFET GATET FO0 & -7 FEaar 97 Tiqeq e

SRTEFAT w1 AT sfaae u sraera 3T STo | g ieaad St 59 9ed
H uferd Tt TaT_ il |

6.2 HifF #1 =R
(F) HETET HIST 6 GETH TTAHTLL T S-HA A BT TA-TET AT FAT ATRTN
(@) TAT ATTEHT & -0 Ad I TIEHAT T2 FT 6 o7 A= 957, o493,
AT, TS TS T SETATA HLAT AT |
(1) AT T R T st /AT F T e e e § S-A it
I UF §F T AT ST AR |
7. s i RPreaeRar
7.1 -9 QT HT SULHRT TRATA
(F) =-H AT AT TATFATAT AT AT LT SFEARTRAT H T FEA | AT & (70
U SATIHTAF TH1EF & €T § I F2 ST ¢ | TR TATATR & (70 T4

YT AT T TEAHTA RAT TET ATRT ST ATH TR AT FT TEHTA
TEHTL A ST TT TR TATATE 6 oy & ST aehar |
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RA R ST ¢ ST 7

7.2

(@) - YATH & TAT TEAHTA & IIGLT

Vi)

UH T-H FHTAT AT IAHRT AF-aF FLAT Svg ATHTASAS, ALATA AT GHAT
I ATAT -0 A0 F LT AT HFAT 2 |

FReT o FaTcd ATl AT T9aT T s qeaargad, T+ I7 gaaaefia
AT BT TP A2 |

HATAT T AT AT | THH SATHT S-HA HoTAT, TohelT 17T TR o oY
ATSST T TEAATA AT TRt BF7 T8AT FT TEIHTA ATHA ¢ |

STTI, TATAA, FGAT T 3T T TL-AEHIL, FHAT T 5- HA AT AT -
HLAT |

FIAISE HTA Higd (el (T8l & Seersd § TaAdT I 3T Aq-aF FLAT |
TRt P AT ATl 5-He Al SATALH FHT JorT |

vii) ToRET S-HeT 3 ST ATel 30l TgaTH i Ted JTatrered FHeT |

viii) TRHET 37T TR & THTSE &1 I ATHIT o (6|1 SETHTA HLAT SAAAT TETHTA

iX)

X)

¥ fore s FAT

U -9 AT oy a9, sifa, difaare & fAeg stss 9ruT &7 geqard, et
THTIO AT Al S S-HA AT, TH -0 HT -2 orad qegraret daer
fAfed gr, srechier AaTRied S-9e WStAT orfe omiHe & |

T-HS, ST AT i 1 8 St 9sit & e, A9 & S & fEaeor =
FT TEAHTA |

-0 THTIE & AT SEAATA & (el ot ATH &7 28 A HT Ieasd AT ST

f TEF TS TESe Rufteaelt!l BT ST g £ | =6 aeraT, U

HEATSAT T STTAHAT TS AT T IoA = sl THhid * LT T S AT 6l 57 Fhel T 2

ERIESIEAR (TR

()

TEEHHT S-HA IOl T SEAHTA Fd gU Aol M0 TRt 227/ -8 & forg smerar
SRR 8 | -9 94 & S0 9ol T 99T S-Ha/3eT & (o0 agt J3ear o9 aig &

RretreTe 8 S|t Uarse seaaTe R Smar )

ITEEE AT FLAT TTAa AT ¢ |

ST Aot & forg o e g

(i) ST Svg (XT TT THSE T TETATA LT g IT0T ATgeh ToTierdt § 1 0

FIAFATAT o TorT SrHET g |

(i) ‘Rears ser o ‘A gi=ar S9 FFedt #1 seaqre aEgEigas At Siem

TR qTIR AT AR T S-HA AT T SITTEH FH FRIT ST 95 |
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(i) SITEFAT T Hg@qul WEdl F dF-oT AT saad 9w ’oET SO
FIATETT TSHT JITFRAT 6T FRATE & HL EA ATt S27 g & e 7gt
FT |

8. AT TWI T

FTFIT TSHT “S-0 A" % d9d http://www.deity.gov.in/content/policiesguidelines
U AT FGL FL (THUAT) o AT I S-H HAT0 IqeTeel FHITUAT |

9. A« it A/ AT FLAT

9.1 STIFT @l | T ff a1 F grd g4 HT FAT=aad TSTHT G HIgA Taaq Ut el 3T 7+
TSAT AT AEE-HA HT Tohed TAAT Sttt Afafaaw 2000 i s @y f&fer &
AT & e S

9.2 FATEAT UsiH! TR T & e IToT T T o-Ho i S FTAAT AT AT FA &
forT o T FTE FIEATE TET BN AT T & AT SR FG0 ST 6w G # A
ElEEICERER IR DI

9.3  FAT-AAT USIHT & qY 6T ATy & forw T a=70 TEiT |

10.  GTEAT AT Fae qfHar
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MINISTRY OF COMMUNICATION AND INFORMATION TECHNOLOGY
(Department of Electronics and Information Technology)

NOTIFICATION
New Delhi, the 18th February, 2015

Subject: E-mail policy of Government of India
F. No. 2(22)/2013-EG-11.—1. Introduction

11

12

2. Scope
21

2.2

The Government uses e-mail as a mgjor mode of communication. Communications include
Government of India (Gol) data that travel as part of mail transactions between users ! located
both within the country and outside.

This policy of Government of India lays down the guidelines with respect to use of e-mail
services. The Implementing Agency (IA) @ for the Gol e-mail service shall be National
Informatics Centre (NIC), under the Department of Electronics and Information Technology
(DeitY), Ministry of Communications and Information Technology. The organisations exempted
under Clause 14 will themselves become the Implementing Agency (IA) for the purpose of this

policy.

Only the e-mail services provided by NIC, the Implementing Agency of the Government of India
shall be used for official communications by all organizations except those exempted under
clause no 14 of this policy. The e-mail services provided by other service providers shall not be
used for any official communication.

This policy is applicable to al employees of Gol and employees of those State/UT Governments
that use the e-mail services of Gol and also those State/UT Governments that choose to adopt
this policy in future. The directives contained in this policy must be followed by all of them with
no exceptions. All users of e-mail services can find further information in the supporting policies
available on http://www.deity.gov.in/content/policiesguidelines under the caption “E-mail
Policy”.




[9r |—@vs 1] RA R ST ¢ ST 11

23 E-mail can be used as part of the electronic file processing in Government of India. Further
information in this regard is available at: http://darpg.gov.in/darpgwebsite cms/
Document/file/CSMeOP_1st Edition.pdf.

3. Objective

31 The objective of this policy is to ensure secure access and usage of Government of India e-mail
services by its users. Users have the responsibility to use this resource in an efficient, effective,
lawful, and ethical manner. Use of the Government of India e-mail service amounts to the user's
agreement to be governed by this policy.

3.2 All services under e-mail are offered free of cost to al officials under Ministries / Departments/
Statutory Bodies / Autonomous bodies (henceforth referred to as “Organization ¥ in the policy)
of both Central and State/UT Governments. More information is available under “NIC e-mail
Services and Usage Policy” at http://www.deity.gov.in/content/policiesguidelines/ under the
caption “E-mail Policy”.

3.3 Any other policies, guidelines or instructions on e-mail previously issued shall be superseded by
this policy.

4. Roles specified for implementation of the Palicy

The following roles are specified in each organization using the Gol e-mail service. The officia
identified for the task shall be responsible for the management of the entire user base configured under
that respective domain.

4.1 Competent Authority!¥ asidentified by each organization
4.2 Designated nodal officer’® as identified by each organization

4.3 Gol e-mail service Implementing Agency (IA), i.e. National Informatics Centre or the exempt
organisation as per Clause 14 of thispolicy.

5. Basicrequirementsof Gol e-mail Service
5.1Security

a) Considering the security concerns with regard to a sensitive deployment like e-mail, apart
from the service provided by the IA, there would not be any other e-mail service under
Gol.

b)  All organizations, except those exempted under clause 14 of this policy, should migrate
their email services to the centralized deployment of the IA for security reasons and
uniform policy enforcement. For the purpose of continuity, the e-mail address of the
organization migrating their service to the 1A deployment shall be retained as part of the
migration process. Wherever it istechnically feasible, data migration shall also be done.

Cc)  Secure accessto the Gol email service

i) Itis recommended for users working in sensitive offices to use VPN"/OTP® for
secure authentication as deemed appropriate by the competent authority.

ii) It is recommended that Gol officials on long deputation/stationed abroad and
handling sensitive information should use (VPN)/ (OTP) for accessing Gol e-mail
services as deemed appropriate by the competent authority.

iii) Itisrecommended that Embassies and missions abroad should use Static IP addresses
for accessing the services of the IA as deemed appropriate by the competent
authority.

iv) More information is available under “Guidelines for E-mail Management and
Effective E-mail Usage” at  http://www.deity.gov.in/content/policiesguidelines under
the caption “E-mail Policy”.
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d) From the perspective of security, the following shall be adhered to by all users of Gol e
mail service:

i) Relevant Policies framed by Ministry of Home Affairs, relating to classification,
handling and security of information shall be followed.

i) Useof Digital Signature Certificate (DSC) [® and encryption shall, be mandatory for
sending e-mails deemed as classified and sensitive, in accordance with the relevant
policies of Ministry of Home Affairs. Updation of current mobile numbers under the
personal profile of users is mandatory for security reasons. The number would be
used only for alerts and information regarding security sent by the I1A. Updation of
persona e-mail id (preferably from a service provider within India), in addition to the
mobile number, shall aso be mandatory in order to reach the user through an
alternate means for sending aerts.

iii) Usersshal not download e-mails from their official e-mail account, configured on the
Gol mail server, by configuring POP  or IMAP % on any other e-mail service
provider. This implies that users should not provide their Gol e-mail account details
(id and password) to their accounts on private e-mail service providers.

iv) Any e-mail addressed to a user, whose account has been deactivated /deleted, shall
not be redirected to another e-mail address. Such e-mails may contain contents that
belong to the Government and hence no e-mails shall be redirected.

v)  The concerned nodal officer of the organization shall ensure that the latest operating
system, anti-virus and application patches are available on all the devices, in
coordination with the User.

vi) In case acompromise of an e-mail id is detected by the |A, an SMS adert shall be sent
to the user on the registered mobile number. In case an “attempt” to compromise the
password of an account is detected, an e-mail alert shall be sent. Both the e-mail and
the SMS shall contain details of the action to be taken by the user. In case a user does
not take the required action even after five such aerts (indicating a compromise), the
IA reservestheright to reset the password of that particular e-mail id under intimation
to the nodal officer of that respective organization.

vii) In case of asituation when a compromise of a user id impacts a large user base or the
data security of the deployment, the 1A shall reset the password of that user id. This
action shall be taken on an immediate basis, and the information shall be provided to
the user and the nodal officer subsequently. SMS shall be one of the prime channels
to contact a user; hence al users should ensure that their mobile numbers are updated.

viii) Forwarding of e-mail from the e-mail id provided by Gol to the Government
official’s personal id outside the Gol e-mail service is not allowed due to security
reasons. Official e-mail id provided by the IA can be used to communicate with any
other user, whether private or public. However, the user must exercise due discretion
on the contents that are being sent as part of the e-mail.

iX) Auto-save of password in the Government e-mail service shall not be permitted due
to security reasons.

X) More details regarding security measures are available in “NIC Security Policy” at
http://www.deity.gov.in/content/policiesguidelines under the caption “E-mail Policy”.

xi) The guidelines for effective e-mail usage have been described in “Guidelines for E-
mail Account Management and Effective E-mail Usage’ available at
http://www.deity.gov.in/content/policiesguidelines under the caption “Email Policy”.

5.2 E-mail Account Management

a) Based on the request of the respective organizations, |A will create two ids, one based on
the designation and the other based on the name. Designation based id’ s are recommended
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53

54

55

5.6

6.1

for officers dealing with the public. Use of aphanumeric characters as part of the e-mail id
is recommended for sensitive users as deemed appropriate by the competent authority.

b) Government officers who resign or superannuate after rendering at least 20 years of
service shall be allowed to retain the name based e-mail address i.e. userid@gov.in for
one year post resignation or superannuation. Subsequently, a new e-mail address with the
same user id but with a different domain address (for instance, userid@pension.gov.in),
would be provided by the |A for their entirelife.

More details pertaining to e-mail account management are provided in “ Guidelines for E-
mail Account Management and Effective E-mail Usage’” avalable at
http://www.deity.gov.in/content/policiesguidelines under the caption “Email Policy”. The
document covers creation of E-mail addresses, process of account creation, process of
handover of designation-based ids, status of account after resignation and superannuation,

dataretention & backup and deactivation of accounts.
Delegated Admin Console

Organizations can avail the “Delegated Admin Console" service from |A. Using the console the
authorized person of an organization can create/del ete/change the password of user ids under that
respective domain as and when required without routing the request through IA. Organizations
that do not opt for the admin console need to forward their requests with complete details to the
IA’s support cell (support@gov.in).

E-mail Domain & Virtual Hosting

a)  Gol provides virtual domain hosting for e-mail. If an organization so desires, the 1A can
offer a domain of e-mail addresses as required by them. This implies that if an
organization requires an address resembling the website that they are operating, 1A can
provide the same.

b) By default, the address “ userid@gov.in” shall be assigned to the users. The user id shall be
created as per the addressing policy available a
http://www.deity.gov.in/content/policiesquidelines under “E-mail Policy”.

¢) Organizations desirous of an email address belonging to other domains (eg.
xxXxx@deity.gov.in, yyyy@tourism.gov.in) need to forward their requests to the 1A

Use of Secure Passwords

All users accessing the e-mail services must use strong passwords for security of their e-mail
accounts. More details about the password policy are available in “Password Policy” at
http://www.deity.gov.in/content/policiesguidelines under the caption “E-mail Policy”.

Privacy

Users should ensure that e-mails are kept confidential. 1A shall take all possible precautions on
maintaining privacy. Users must ensure that information regarding their password or any other
personal information is not shared with anyone.

Responsibilities of User Organizations

Policy Compliance

a)  All user organizations shall implement appropriate controls to ensure compliance with the
e-mail policy by their users. A shall give the requisite support in this regard.

b)  The user organizations shall ensure that official e-mail accounts of all its users are created
only on the e-mail server of the lA.

¢) Noda officer of the user organization shall ensure resolution of all incidents related to the
security aspects of the e-mail policy. 1A shall give the requisite support in thisregard.

d) Competent Authority of the user organization shall ensure that training and awareness
programs on e-mail security are organized at regular intervals. Implementing Agency shall
provide the required support.
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6.2 Palicy Dissemination

a)

b)

c)

Competent Authority of the concerned organization should ensure dissemination of the
e-mail policy.

Competent Authority should use Newsdletters, banners, bulletin boards etc, to facilitate
increased awareness on the e-mail policy.

Orientation programs for new recruits shall include a session on the e-mail policy.

7. Responsbilitiesof Users

7.1  Appropriate Useof E-mail Service

a)

E-mail is provided as a professiona resource to assist users in fulfilling their officia
duties. Designation based ids should be used for official communication and name based
idscan be used for both official and personal communication.

b) Examples of inappropriate use of the e-mail service

i)  Creation and exchange of e-mails that could be categorized as harassing, obscene or
threatening.

i) Unauthorized exchange of proprietary information or any other privileged,
confidential or sensitive information.

iii) Unauthorized access of the services. This includes the distribution of e-mails
anonymously, use of other officers user ids or using afalse identity.

iv) Creation and exchange of advertisements, solicitations, chain letters and other
unofficial, unsolicited e-mail.

v) Creation and exchange of information in violation of any laws, including copyright
laws.

vi)  Wilful transmission of an e-mail containing a computer virus.
vii) Misrepresentation of the identity of the sender of an e-mail.
viii) Use or attempt to use the accounts of others without their permission.

iX) Transmission of e-mails involving language derogatory to religion, caste, ethnicity,
sending personal e-mails to a broadcast list, exchange of e-mails containing anti-
national messages, sending e-mails with obscene material, etc.

X) Use of distribution lists for the purpose of sending e-mails that are personal in nature,
such as personal functions, etc.

Any case of inappropriate use of e-mail accounts shall be considered a violation of the policy
and may result in deactivation ™ of the account. Further, such instances may aso invite
scrutiny by the investigating agencies depending on the nature of violation.

7.2 User's Role

a)

b)

The User is responsible for any data/e-mail that is transmitted using the Gol e-mail system.
All e-mails/data sent through the mail server are the sole responsibility of the user owning
the account.

Sharing of passwordsis prohibited.
The user’ s responsihility shall extend to the following:

i) Users shall be responsible for the activities carried out on their client systems, using
the accounts assigned to them.
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ii) The ‘reply al’ and the use of ‘distribution lists' should be used with caution to reduce
the risk of sending e-mails to wrong people.

iii) Back up of important files shall be taken by the user at regular intervals. The IA shall
not restore the data lost due to user’ s actions.

8. Servicelevel Agreement
The 1A shall provide the e-mail services based on the Service Level Agreement (SLA) available at
http://www.deity.gov.in/content/policiesguidelines under the caption “E-mail Policy".
9. Scrutiny of emails/Release of logs
9.1 Notwithstanding anything in the clauses above, the disclosure of logs/e-mails to law enforcement
agencies and other organizations by the A would be done only as per the IT Act 2000 and other
applicable laws.
9.2 The IA shall neither accept nor act on the request from any other organization, save as provided
in this clause, for scrutiny of e-mails or release of logs.
9.3 IA will maintain logs for a period of two years.
10. Security Incident M anagement Process
10.1 A security incident is defined as any adverse event that can impact the availability, integrity,
confidentiality and authority of Government data. Security incidents can be due to factors like
malware, phishing ™" |oss of a device, compromise of an e-mail id etc.
10.2 It shall be within the right of the 1A to deactivate or remove any feature of the email service if it
is deemed as athreat and can lead to a compromise of the service.
10.3  Any security incident, noticed or identified by a user must immediately be brought to the notice
of the Indian Computer Emergency Response Team (ICERT) and the IA.
11. Intellectual Property
11.1  Material accessible through the IA’s e-mail service and resources may be subject to protection
under privacy, publicity, or other personal rights and intellectua property rights, including but
not limited to, copyrights and laws protecting patents, trademarks, trade secrets or other
proprietary information. Users shall not use the Government service and resources in any manner
that would infringe, dilute, misappropriate, or otherwise violate any such rights.
12. Enforcement
12.1  This“E-mail policy” isapplicable to all Government employees as specified in clause 2.2.
12.2  Each organization shall be responsible for ensuring compliance with the provisions of this policy.
The Implementing Agency would provide necessary technical assistance to the organizations in
this regard.
13. Deactivation
13.1 Incase of threat to the security of the Government service, the e-mail id being used to impact the
service may be suspended or deactivated immediately by the IA.
13.2  Subsequent to deactivation, the concerned user and the competent authority of that respective
organization shall be informed.
14. Exemption
14.1  Organizations, including those dealing with national security, that currently have their own

independent mail servers can continue to operate the same, provided the e-mail servers are
hosted in India. These organizations however need to ensure that the principles of the e-mail
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policy are followed. However, in the interest of uniform policy enforcement and security, it is
recommended that these organizations should consider migrating to the core service of the [A.

14.2 Indian Missions and Posts abroad may, however, maintain aternative e-mail services hosted
outside Indiato ensure availability of local communication channels under exigent circumstances
such as disruption of internet services that can cause non-availability of Government e-mail
Services.

14.3  Organizations operating Intranet *¥ mail servers with air-gap are exempted from this policy.
15. Audit of E-mail Services

The security audit of NIC email services and other organizations maintaining their own mail server shall
be conducted periodically by an organization approved by Deity.

16. Review

Future changes in this Policy, as deemed necessary, shall be made by DeitY with approval of the
Minister of Communication & IT after due inter-ministeria consultations.

R. S. SHARMA, Secy.

GLOSSARY
S.No TERM DEFINITION
1 Users Refers to Government/State/lUT employees who are accessing the Government
e-mail services.
2 Implementing | For the purpose of this policy, the implementing agency is “Nationa

Informatics Centre” under the Department of Electronics and Information
Technology, Ministry of Communications and Information Technology,
Government of India

agency (1A)

3 Organization For the purpose of this policy, organisation refers to all ministries/departments/
offices/statutory bodies/autonomous bodies, both at the Central and State level.
Government organizations offering commercial services are not included.

4 Competent Officer responsible for taking and approving all decisions relating to this policy
Authority in his Organization

5. Nodal Officer | Officer responsible for all matters relating to this policy who will coordinate on
behalf of the Organization

6 DSC A digital signature isamathematical scheme for demonstrating the authenticity
of a digital message or document. A valid digital signature gives the recipient
reason to believe that the e-mail was created by a known sender, such that the
sender cannot deny having sent the e-mail (authentication and non-repudiation)
and that the e-mail was not altered in transit (integrity).

7 VPN A virtual private network extends a private network across a public network,
such as the Internet. It enables a computer to send and receive data across
shared or public networks asif it were directly connected to the private network,
while benefitting from the functionality, security and management policies of
the private network

8 OoTP A one-time password (OTP) is a password that is valid for only one login
session or transaction. OTPs avoid a number of shortcomings that are associated
with traditional (static) passwords

9 POP POP is short for Post Office Protocol, a protocol used to retrieve e-mail from a
mail server.
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IMAP is short for “ The Internet Message Access Protocol”, a protocol used to
retrieve e-mail from a remote mail server. Unlike POP, in IMAP, Messages are
displayed on your local computer but are kept and stored on the mail server.
IMAP alows you to sync your folders with the e-mail server which is not
possible using POP.

Deactivation of an account means that the account can no longer be accessed.
All emails sent to a deactivated account shall bounce to the sender

Phishing is a fraudulent attempt, usually made through e-mail, to steal a user’s
personal information. Phishing e-mails amost always tell a user to click a link
that takes the user to a site from where the personal information is requested.
L egitimate organisations would never request this information via e-mail. Users
should never click on alink. A user should aways type a URL in the browser
even if thelink appears genuine.

[9rT |—"Ts 1]
10 IMAP
11 Deactivation
12 | Phishing
13 Intranet

Anintranet is a private network that is contained within an organization. For the
purpose of this policy, computers connected to an intranet are not alowed to
connect to internet.
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