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Introduction 

eSign is an innovative initiative for allowing easy, efficient, and secure signing of electronic documents 
by authenticating signer using Aadhaar eKYC services. With this service, any Aadhaar holder can digitally 
sign an electronic document without having to obtain a physical digital signature dongle through OTP 
based authentication. The user should have 12 digits Aadhaar Number. For OTP based authentication, 
the mobile number should be registered with Aadhaar number at the time of Aadhaar Registration.  
For OTP Verification kindly refer the link https://ssup.uidai.gov.in/web/guest/update. 

Objective 

The objective of eSign service is to offer on-line service to officers for instant signing of their documents 

securely in a legally acceptable form. 

 Two major challenges involved are: 

a) authentication of the user and  

b) Trusted method of signing.  

Aadhaar based authentication is carried out to address the first challenge and Public Key Infrastructure 

(PKI) is used to securely sign the user document and establish the trust.  

https://ssup.uidai.gov.in/web/guest/update
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Steps to Verify Aadhaar Number with SPARROW application 

1. Visit the link https://sparrow.eoffice.gov.in/ using the browsers like IE 11 or Mozilla Firefox.   

2. A window will appear as in Fig. 1.1., click the Continue button. 

 
Fig.1.1 

3. Another window appears as shown in Fig.1.2. Enter the credentials, username for SPARROW will 

be NIC email ID (before the '@' sign) if officer's NIC email ID is one of among types i.e., 

abc@nic.in, abc@ifs.nic.in or abc@gov.in and password will be the same as password of NIC 

email ID and Click on Login button.  

 
Fig.1.2 

4. Enter the Aadhaar number and click on Verify and Update button as shown in Fig.1.3 

https://sparrow.eoffice.gov.in/
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Fig.1.3 

5. Select the check box and click on I agree button, Fig.1.4. User will get an OTP(One Time 

Password) on the mobile number registered with Aadhaar Number 

 
Fig.1.4 

6. Enter the OTP and click on verify with eSign button , as shown in Fig.1.5 
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Fig.1.5 

7. As a result message prompts “Verified Successfully”, shown in Fig.1.6 

 
Fig.1.6 
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Steps to send APAR using eSign 

1. Click on Submit With eSign (Send To Employee) button, as shown in Fig.2.1 

 
Fig.2.1 

2. Select the check box and click on I agree button, Fig.2.2. An alert window appears click on OK 

button, user will get an OTP(One Time Password) on the mobile number registered with 

Aadhaar Number 

 
Fig.2.2 

3. Enter the OTP and click on verify with eSign button , as shown in Fig.2.3 



 

 
7 

 
Fig.2.3 

4. The message prompts is shown in Fig.2.4 

 
Fig.2.4 
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